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Donôt be the low hanging fruit
Get your cyber defence up to speed
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Trends of cyber -attacks 
& lessons learnt 
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In HK, cyber -attacks have been around usé

November 2017 December 2017 January 2018 April 2018
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PwC received 20+ cyber incident 
rescue requests in last 12 months

How did the hacker 
get in?

What went wrong?

How did they 
recover?
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Case #1 ïa telecommunication company

Case #1 ïa 
telecommunication company

Location: Asia Pacific

Target: Personal data
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No periodic password change of an 
account in Client 1 for operational 
reason 
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What went wrong?

27 systems / 

servers were found 

to be hacked by 

Advanced 

Persistent Threat

4 business services 

needed to be 

shutdown due to 

malware infection ï

the hacker modified 

the business systems 

and used them to 

launch further cyber 

attacks

Hacker stayed in 

clientôs network 

for 19 days and 

customer data 

have been stolen
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How did the hacker get in?
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Lack of resources on security 

ÅBudget constraint

ÅUnprotected legacy systems 

ÅLack of monitoring

ÅInsufficient technologies to 
address advanced cyber attacks

Sophistication of attack 

technique

ÅTargeted attack ïthe hacker 
focus on identifying employees 
with high privilege of access, 
rather than senior management

ÅAdvanced cyber weapons ïnot 
able to be detected or protected 
by traditional defences (e.g., 
firewall)

Infrastructure complexity

ÅLarge and complex network

ÅMixed of technologies without 

standardised logging and 

monitoring capabilities

http://thenounproject.com/term/collaborative-learning/27467
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Case #2 ïa property 
development company

Location: US & HK

Target: Monetary asset
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No periodic password change of an 
account in Client 1 for operational 
reason 
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What went wrong?

A staff entered his 

login credentials, 

the hacker 

immediately used it 

and login to the 

staffôs email inbox

In addition, hacker 

hijacked the hacked 

accounts and sent 

out phishing email to 

other staff that 

redirected recipients 

to fake website 

asking for login 

credentials 

Hacker was able to

hack 8 persons 

email

tricked finance 

department to send 

USD 500,000.00 to 

the malicious 

hacker for payment
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How did the hacker get in?

Lack of authentication and 

access control

ÅPrivileged / mission critical 
systems accessible from the 
Internet

ÅNo multi -factor authentication 
was in place to protect internet-
facing mission critical systems

Inadequate payment control

ÅNo additional confirmation with 
the payee

ÅInsufficient control over vendor 
bank account changes

Lack of security awareness

ÅClicked links in phishing email

ÅProvided company email and used 

same password in third-party 

websites

ÅDid not verify the ñpayeeò request
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Demo #2: Have I been hacked?
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