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What went wrong?

PwC

Hacker stayed in
cl i enetwodks

for 19 days and
customer data
have been stolen

4 business services
needed to be
shutdown due to
malware infection 1
the hacker modified
the business systems
and used them to
launch further cyber
attacks

27 systems /
servers were found
to be hacked by
Advanced
Persistent Threat




How did the

PwC

hacker

get in?

Infrastructure complexity

A Large and complex network

AMixed of technologies without
standardised logging and
monitoring capabilities

Lack of resources on security

A Budget constraint
A Unprotected legacy systems
A Lack of monitoring

A Insufficient technologies to
address advanced cyber attacks



http://thenounproject.com/term/collaborative-learning/27467
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What went wrong?

PwC

Hacker was able to
hack 8 persons

email

tricked finance
department to send
USD 500,000.00 to
the malicious
hacker for payment

In addition, hacker
hijacked the hacked
accounts and sent
out phishing email to
other staff that
redirected recipients
to fake website
asking for login
credentials

A staff entered his
login credentials,
the hacker
iImmediately used it
and login to the
staffos e




How did the

PwC

hacker

get in?

v

Lack of security awareness Lack of authentication and
access control

A Clicked links in phishing email A Privileged / mission critical

A Provided company email and used systems accessible from the

same password in third-party Internet
websites ANo multi -factor authentication

ADi d not verify t hVéaS IR Jage,IQPEORECt NtErget; o

acmg mission critical systems
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Home Notify me Domain search Who's been pwned Passwords API About Donate B IP

'~--have i been pwned?

Check if you have an account that has been compromised in a data breach

Demo #2: Have | been hacked?

@ Generate secure, unique passwo

297 5,369,804,192 75,618 82,628,728 1
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