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National Cybersecurity Center of Excellence Mission

Accelerate adoption of secure 
technologies: collaborate with innovators 
to provide real-world, standards-based 
cybersecurity capabilities that address 
business needs



Securing industry Sectors

• Commerce/Retail
• Energy
• Financial Services
• Healthcare
• Hospitality
• Manufacturing
• Public Safety/First Responder 
• Transportation
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NCCoE Tenets

Standards-based 
Apply relevant industry standards to each 
security implementation; demonstrate example 
solutions for new standards

Modular
Develop components that can be easily 
substituted with alternates that offer 
equivalent input-output specifications

Repeatable
Provide detailed guidance including a reference 
design, list of components, configuration files, 
relevant code, diagrams, tutorials, and 
instructions to enable system admins to 
recreate the example solution and achieve the 
same results

Commercially available
Work with the technology community to 
identify commercially available products that 
can be brought together in example solutions 
to address challenges identified by industry

Usable
Design blueprints that end users can easily 
and cost-effectively adopt and integrate into 
their businesses without disrupting day-to-
day operations

Open and transparent
Use open and transparent processes to 
complete work; seek and incorporate public 
comments on NCCoE publications
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NCCoE Cross-Sector Projects 

• Attribute Based Access Control (SP 1800-3)
• Data Integrity (SP 1800-11)

• Derived PIV Credentials (SP 1800-12)
• DNS-Based Secured Email (SP 1800-6)
• Mitigating IoT-Based DDoS (SP 1800-15)

• Mobile Device Security (SP 1800-4 & SP 1800-21)
• Secure Inter-Domain Routing (SP 1800-14)
• TLS Server Certificate Management (SP 1800-16)

• Trusted Geolocation in the Cloud (SP 1800-19)

https://www.nccoe.nist.gov/projects

https://www.nccoe.nist.gov/projects


Recent Publications
• DRAFT Securing the Internet of Things, Securing the 

Industrial Internet of Things: Cybersecurity for the 
Distributed Energy Resources (NIST Special Publication (SP) 
1800-32)

• DRAFT Establishing Confidence in IoT Device Security: How 
do we get there  (white paper)

• Cybersecurity and Privacy International Engagement 
Updates  (Cybersecurity Blog)

• DRAFT Mobile Device Security: Bring Your Own Device (SP 
1800-22)

• 2nd DRAFT Securing Telehealth Remote Patient Monitoring 
Ecosystem (SP 1800-30)

• Challenges with Adopting Post-Quantum Cryptographic 
Algorithms (Final Report)

• Securing Property Management Systems (SP 1800-27)

https://www.nccoe.nist.gov/projects

https://www.nccoe.nist.gov/projects


HOSPITALITY SECTOR: 
SECURING PROPERTY 
MANAGEMENT 
SYSTEMS
WHY FOCUS ON 
PROPERTY 
MANAGEMENT 
SYSTEMS?

• Hospitality organizations rely on a Property Management System 
(PMS) for daily tasks, planning, and record keeping. 

• A PMS interfaces with several services and components within a 
hotel’s IT systems, such as point-of-sale (POS) systems, physical access 
control systems, Wi-Fi networks, and other employee and guest service 
applications. 

• Store, process, and transmit a variety of sensitive guest information, 
including payment card information (PCI) and personally identifiable 
information (PII).

• An unsecured or poorly secured PMS could allow a data breach or 
denial of service disruptions.



HOSPITALITY SECTOR: 
SECURING PROPERTY 
MANAGEMENT 
SYSTEMS 

DESIGNED TO HELP 
ORGANIZATIONS

• Increase overall PMS security situational awareness, and limit 
exposure of the PMS to incidents in systems that interface with it.

• Control and limit access to your PMS to those with a business need.

• Instill consumer confidence and brand loyalty by protecting guest 
privacy and payment card information.

• Decrease breach potential and data exfiltration by limiting lateral 
movement, thus decreasing organizational risk.

• Build the business case, functional requirements, and test plan for a 
similar solution within your own environment.

• Support privacy/regulatory compliance by using data tokenization 
and limiting the spread of data beyond “need-to-know.”
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NIST SP 1800-27

PROPERTY MANAGEMENT 
SYSTEM REFERENCE DESIGN

ZERO TRUST ARCHITECTURE 
COMPONENTS TABLE

PMS Reference Design Component Zero Trust Component
pfSense Firewall Endpoint Security
TDi ConsoleWorks Identity and Access 

Management (IDAM)
Remediant SecureOne Security Analytics
Data encryption at rest (in StrongKey StrongAuth
KeyAppliance and Solidres PMS) and in transit

Data Security

CryptoniteNXT Administration Control Center (ACC) Policy Engine
Domain users with access permission to the 
CryptoniteNXT administrator workstation

Policy Administrators

Any device within the CryptoniteNXT Secure Zone, 
including PMS and other security components

Policy Enforcement Points

User Asset
Workstation Asset
Solidres PMS Enterprise Resource
Data in Solidres PMS Enterprise Resource
StrongKey StrongAuth KeyAppliance vault Enterprise Resource
Credit Card data in StrongKey StrongAuth
KeyAppliance vault

Enterprise Resource



NIST SP 1800-27

PROPERTY 
MANAGEMENT 
SYSTEM REFERENCE 
DESIGN

NIST PRIVACY 
FRAMEWORK

The NIST Privacy Framework was published after we began to build our 
property management system reference design.

• We included a short section in Volume B of our practice guide to 
draw attention to the Privacy Framework.

• Protecting an individual’s privacy should become a core value for 
PMS designs through more thorough use of the Privacy Framework.

• The NIST Privacy Framework Core provides an increasingly granular 
set of activities and outcomes that enable an organizational dialogue 
about managing privacy risk.

• The Privacy Framework Function, Category, and Subcategory 
are mapped to the component in the PMS reference design most 
impactful on achieving the subcategory outcome.
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@NISTcybernccoe.nist.gov

Bill Newhouse
william.newhouse@nist.gov

@cybernewhouse



DETAILED ARCHITECTURE (1 OF 2)



DETAILED ARCHITECTURE (2 OF 2)


	Slide Number 1
	National Cybersecurity Center of Excellence
	Slide Number 3
	National Cybersecurity Center of Excellence Mission
	Securing industry Sectors
	NCCoE Tenets
	Our Approach
	Our Approach
	NCCoE Cross-Sector Projects 
	Recent Publications
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22

