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Profiles

Jeremy Ward is an Enterprise Cloud Strategist dedicated to accelerating clientsõ business value 

with Cloud. He advises and helps CxOsdevelop their actionable plan, take advantage of the 

latest innovations, and deliver high-impact business outcomes.

Jeremy is co-host of the popular Cloudbusting podcast - discussing all things cloud.

Jeremy is a trusted IT leader with 23 years in diverse industry roles. He has a proven track record 

in enterprise transformation, most recently as the COO for iRiSSoftware, which developed 

guest-facing applications for the hospitality industry. He also served as the SVP for IT at 

Kempinski Hotels and CIO for JJW Hotels and Resorts.

Jeremy is experienced at creating a winning vision and building consensus across enterprise 

stakeholders. Heõs successfully led several digital transformation projects, including initiating and 

completing Kempinski Hotelsõ  adoption of Public Cloud (infrastructure and applications).

Jeremy also sits on a number of external advisory panels for the hospitality industry and is a 

former president and board member of Hotel Technology Next Generation (HTNG), a trade 

organization representing over 4 million hotel rooms. 

Jeremy Ward

Cloud Strategist @ Cloudreach

jeremy.ward@cloudreach.com

http://www.cloudreach.com/gb-en/cloudreach/
http://cloudbusting.libsyn.com/
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Webinar

Agenda

1. Part 1 recap

2. What changes other than the tech

3. Creating a Cloud organisation

4. Cloud Centre of Excellence

5. Target Operating models 

6. Where do applications go

7. Multi Cloud - why

8. Processes - what changes

9. Security and managing my cloud 

footprint

10.Cost Control

Part 1, explored the benefits of Cloud 

adoption, gave a high level summary of 

Cloud and the differences between 

SAAS,PAAS and IAAS. Discussed the Cloud 

Service Providers (CSPõs) and looked at 

some of the key challenges of Cloud 

adoption

http://www.cloudreach.com/gb-en/cloudreach/
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App Migration to the cloud at scale

Modernisation of the traditional data centre 

and its applications

Data Science & Analytics

Enable the pro-active exploration of the 

value of data using Cloud technology

Application 

Modernization

Assessment & Migration

Infrastructure 

Modernization

Building and running applications that fully 

exploit the advantages of cloud using 

modern application architectures

Operations

Cloud Adoption 

Manage Apps & Infrastructure, and 

continually optimise

Across key focus areas, update skills & tools, adapt existing 

processes, and introduce new ones  to take maximum 

advantage of cloud computing

Business Agility1

Cost Savings2

Innovation3

IT Modernisation4

Desired Outcome

Route to the Cloud

Tooling

Governance

Security

People

Operations

Strategy & 

Roadmap

Value realisation, technical 

strategy and alignment to 

customer business strategy. A 

roadmap for execution...

Business Strategy

Technical Strategy

Customer

Advise / Assess

Business Goals

Go To Market

Product 

Strategy

Org 

Transformation

Business 

Management

Assess / Plan / Design / Develop / Implement  / Operate  / Optimise

http://www.cloudreach.com/gb-en/cloudreach/
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What does good look like?

A successful move to the Cloud requires: -

New skills
To master new technologies, new capabilities but 

also new constraints 

New tools

New governance

New processes

New procurement

To deliver, operate and secure Cloud services and 

enable innovation and adaptability

To adapt and maintain Cloud best practices and 

develop new way of working

To leverage Cloud ecosystem to maximum value for 

improved agility, efficiency and quality 

To fully get benefits from ôpay as you goõ and 

aevolve finance and business models accordingly

It also impacts functions outside of IT: -

HR

Finance

Procurement

Project PMO

Business 

Development

http://www.cloudreach.com/gb-en/cloudreach/
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Example of a mature Cloud Organisation

Ẃ Each major function has a corresponding head 

Ẃ Intro head of cloud strategy ólayerô as a way to manage customer demand for new product and increasing strategic workload

Ẃ Commercial becomes its own entity and interacts with ProServe and Support directly

Ẃ Finance & Procurement remain ódottedô but evolve to full time

Ẃ Scale support & proserve skills

Other Departments

Cloud Operations Team

Cloud Strategic Team

Finance ProcurementChief Cloud Officer

Strategy

Security & 

Compliance

Governance

Marketing & 

Communication

Knowledge & Training

Product Creation & 

Service Catalogue

Cloud Systems 

Development

Network & Security

SRE

Support

Products
Cloud Product 

Engineering
ProServe

Architecture

Head of Cloud 

Operations Team

Commercial

Head of Cloud 

Strategy Team

http://www.cloudreach.com/gb-en/cloudreach/
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The five rules of the CCoE/CBO

There is no such thing as a òOne-size-fits-alló CCoE1
The CCoE promotes changes and evolution throughout the company. It should also apply this to 

itself.

The CCoE is not an Ivory Tower, it should be an accessible and open to dialog team

The CCoE team composition can, and will, change, depending on projects and maturity.

The CCoE success should be measurable

2

3

4

5
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Example Cloud Business Office

Cloud 
Transformation 

Leader

Procurement
Risk and Internal 

Audit
Legal

Head of 
Infrastructure

Cloud Business Office (CBO)

Chief 
Information 

Security Officer

Head of 
Operations

Head of Delivery
Head of 

Architecture

HR CCoE Leader

Accountability :  Strategy and Governance - either transitioning to CCoE or remain in parallel

ỏ Set a bold goal

ỏ Set the Objectives and Key Results

ỏ Catalog and eventually answer all questions

ỏ Agree on your principles

ỏ Remove roadblocks

ỏ Agree on the first production workload

ỏ Establish the Cloud Centre of Excellence Team

ỏ Sign off Cloud contract

ỏ Provide budget

ỏ Agree, execute, and monitor migration of applications and data

ỏ Communicate, communicate, communicate

ỏ Ensure establishment of training and reskilling mechanisms 

available to all

ỏ Create training and certification targets

ỏ Agree on security, availability, cost, and compliance objectives

ỏ Sign off on recommended tooling and subsequent change

ỏ Conduit to business. Coach business on roadmap and 

prioritization.

ỏ Dmpve!cbdlmph!hsppnjoh!Ǎ/
Attributes :  Advisory, Strategic, Lean, Flat, Decision making, Accountable
Headcount: 6 - 12

Finance

8
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Example Cloud Centre of Excellence (CCoE)

Accountability:  Leads cloud adoption agenda, such as:

Ẃ Provide operational guidance on any cloud related topic

Ẃ Lead PMO & Define governance framework

Ẃ Create Cloud products, market and communicate to customers

Ẃ Promote collaboration beyond traditional IT boundaries

Ẃ Leverage team expertise to promote excellence and evangelize

Ẃ Rationalize, optimise and standardise operations to reduce cost

Ẃ Have strong management sponsorship 

Attributes:  Advisory, Strategic, Rechargeable via product, Lean, Flat

Headcount: 6.5 - 16

Architecture & 
Strategy

Security &
Compliance

Finance &
Procurement

Product Creation & 
Service Catalogue

Product Marketing & 
Communications

Knowledge Share & Training

Product Engineering

Network & Security

Professional Services

SRE & Support

Commercial

Accountability: Leads implementing, supporting and monitoring the 

products and infrastructure in a secure and compliant manner

Ẃ Develop, automate and operate product deliverables

Ẃ Implement and operate network design in lines with security and 

governance requirements

Ẃ Provide proactive and reactive support for cloud infrastructure 

and products

Ẃ Provide quotes, billing and cost optimisation for customers

Ẃ Provide billable resources for professional service engagements 

related to cloud products

Attributes:  Tactical, Rechargeable via product and/or service charges, 

Scalable, Clustered 

Headcount: 17 - 49

Cloud Operations TeamCloud Strategy Team (CST)

Cloud System 
Development

Chief Cloud Officer (CCO)

PMO & 
Governance

http://www.cloudreach.com/gb-en/cloudreach/
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Example Target Operating Model

Cloud Operations Team SRE

Ẃ Provides 24/7 Infrastructure Support with rotating 

schedules 

Ẃ Works in both SRE and CorOps mode

Ẃ Fixed number of permanent resources

Product Squads

Ẃ Own product end-to-end in a DevOps model

Ẃ Squads & Chapters model to drive efficient agile delivery

Ẃ Squad: 3 - 8 cross-functional experts

Ẃ Loosely coupled but tightly aligned with CST

Ẃ Can have members from customers

Ẃ A Squad is formed when more than 3 resources or more 

than one week of work is needed.

Chapters

Ẃ Subject Matter Experts (Security, Architecture, etc)

Ẃ Aids alignment and synergy across Squads

Ẃ Alignment across the organisation

Cloud Strategy Team (CST)

Ẃ Design and thought leadership

Ẃ Product creation, architecture principles, security, 

governance and communication

Cloud Operations Team / Talent Pool

Ẃ Available resources for Squad creation

Ẃ Engaged in SRE and CST activities

Ẃ Ensures knowledge retention and organic upskilling

Resource Allocation

Dynamic 

Squad 

Sizes

http://www.cloudreach.com/gb-en/cloudreach/
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How do we define the TOM?

The Vision

Define Principles

Organisational Structure 

Roles 

Responsibilities

Tools

Define the strategy for Cloud usage in the organisation

Translate the vision into a set of design principles: simple yet specific statements

defining what the organization must do to enable execution of the strategy

Map out the future organisational state using the design principles to ensure that the

optimal structure and interactions are defined and high level responsibilities captured

Within the org structure elaborate on the roles within the organisation structure

functions and define the role descriptions

Processes
From the organisational interactions, elaborate the processes the organisation will

perform to meet the design principles

For each of the processes assign responsibilities to the different roles   

Identify the tools that will enable and assist the processes, where necessary    

P
ro

c
e
s
s

P
e
o

p
le

T
e
c
h
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Keep  the application in the source 

environment, if no Cloud alternative is 

available or itõs cost prohibitive

Retain

Drop and Shop. Purchase a new 

application to replace the existing one -

either SAAS or Cloud Native

Repurchase

OS and/or Database porting Å Middleware and 

application change to native cloud service 

offering Å Data conversion; Database transition 

to MySQL, Aurora, etc.

Refactor

Lift and Shift - move the existing 

VM/application onto a Cloud instance -

quick move. Costs can escalate

Rehost

Retain

Refactor

Replatform

Retire

Repurchase

Rehost

Decommission the application, use the 

opportunity to determine if applications 

are really needed

Retire

Lift and Reshape - Up-Version of the OS 

and/or Database onto the target cloud. Some 

level of application change. Application 

reinstallation on the target.  Database DB 

service

Replatform

6 Rõs of Application Migration

Replatform and Refactor as much 

as possible 

Retire obsolete servers and apps

Rehost where necessary

Do

Avoid
Refactor applications before moving 

them to the cloud

Retaining applications unless it is 

absolutely necessary

http://www.cloudreach.com/gb-en/cloudreach/
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Drivers for adoption of multiple CSPs

Multi Cloud Strategy

CSP Lock in / Failure

Regulatory or Risk Compliance CSP Capabilities

Data 

Analytics

Cost

Modern

Apps  
(PaaS, Serverless) 

Commercial Considerations

Competitors

CSP as Customers

http://www.cloudreach.com/gb-en/cloudreach/
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Example impact to processes

High

Medium

Low

Change 

Management

Release 

Management

Operational IT 

Security 

Management

Access 

Management

Availability 

Management

Incident 

Management

Capacity 

Management

Configuration 

Management

Demand 

Management

CRM

Problem 

Management

Service 

Catalogue 

Management

Service Level 

Management

Asset 

Management

IT Service 

Continuity  

Management

License 

Management

Event 

Management

Standard 

Request 

Fulfillment

Supplier 

Management

Financial 

Management

High: Impact to non IT processes, namely finance, due to change with cloud 

cost model. Security and IAM will need to be revisited and possibly updated. 

Asset management is handled differently in the cloud to address high 

availability design and monitoring. The self-service catalogue changes the 

demand management process to a large degree from a reactive to a proactive 

model.

Medium: Change management processes needs to change to support more 

empowered agility from engineering teams, embracing automation, agile and 

DevOps methodologies. 

Less significant impact to processes related to license, service catalogue and 

capacity management in that these processes doesnôt change significantly 

even if how the process is fulfilled might change a lot.

Low: Lesser to no impact with CRM Management processes, although this 

can change based on the companyôs drive to integrate cloud technology and 

services to business processes. 

Problem Management and Event management processes generally stays the 

same, although outcomes could be more dynamic and integration into delivery 

pipelines.

Incident 

Management

http://www.cloudreach.com/gb-en/cloudreach/
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Security Recommendations
ǒ Security is one of the key drivers of Cloud adoption and there are a number of security 

recommendations that need to be thought about,security in the cloud is a continuous activity. 

ǒ A security governance framework should be crafted and implemented.

Ẃ Centralised User Access Management

Ẃ Restricted usage of only hardened OS

Ẃ Restricted access to production environment

Ẃ MFA for all access

Ẃ Cloud dedicated secrets/certificate vault

Ẃ All Internet exposed services are shielded

Ẃ Immutable Audit Logs

Ẃ Security code scanning

Ẃ Encryption in-transit and at-rest

Ẃ Code repository: Restricted Access

Ẃ Cloud dedicated secrets/certificate vault

Ẃ Security incident response workflow

http://www.cloudreach.com/gb-en/cloudreach/
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SecOps - Shared Responsibility Model

Customer

Responsibility

Base

Infrastructure

Hosts

Å Logical network segmentation

Å Perimeter security services

Å External DDoS, spoofing, and scanning 

prevented

Å Hardened hypervisor

Å System image library

Å Root access for customer

Å Access management

Å Patch management

Å Configuration hardening

Å Security monitoring

Å Log analysis

Apps

Å Secure coding and best 

practices

Å Software and virtual patching

Å Configuration management

ÅAccess management

Å Application level attack 

monitoring

Å Network threat 

detection

Å Security 

monitoringNetworks

Cloud

Service 

Provider

Responsibility

Compute Storage DB Network

http://www.cloudreach.com/gb-en/cloudreach/
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Compliance Programs for Cloud Providers

ǒ The major cloud providers all confirm to a number of compliances, regulations and security 

framework to protect customers workloads and data.

http://www.cloudreach.com/gb-en/cloudreach/
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Mode 1 and Mode 2 Workload Support

Cloud Operations
Service Centres

Project Based - Advise / Assess / Architect / Build 

Cloud Enablement (Professional Services)

Cloud Systems Developer

Cloud Architect

Cloud Engagement Manager

Financial Optimisation Consultant

Cloud Transformation Consultant

Cloud Strategist

Cloud Core

Managed

Application

Agile Ops

Service Delivery

Managed Your Cloud Footprint

http://www.cloudreach.com/gb-en/cloudreach/

