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Define Cyber Security

mportance of Cyber Security

op Threats to Club Security

A Third Party Risk

o Do o

A Cyber Insurance

A Top Cybersecurity Controls
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About Harvey Johnson
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About PBMares, LLP C= PeMares

A Largest fulservice, Virginidased, accounting and
consulting firm

A Ranked as a Top 100 firm Imgide Public Accounting
A 45+ partners, more than 270 professionals

A 8 Virginia, 2 Maryland offices
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Cybersecurity Services [ PBMares

A PBMares has been specializing in Information IT
and IS Auditing for 15+ years. Services Include:

I Cyber Risk Assessments
I Vulnerability Scans of Network(Internal and External)
I Penetration Testing
I IT General Controls Audits
I Service Organization Control (SOC) Audits
I Consulting
A Policy and Procedures Reviews
A Review of Cyber Insurance Coverage
A Incident Response Planning and Training
e B
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Why |s Cybersecurity Important?
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Root Cause of Cyber Attacks :. PBMares.

Negligent employee or contractor

Web-based attack

Error in system or operating process

General malware

Extemal (hacker) attacks 3% _ _
27% Compromised / stolen devices
: 32% i )
oo I 2 et senves
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Malicious insider =5ﬂz% ]

Advanced malware / zero day attacks
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Cyber Stats [E= PBMares.

A 4.8 billion personal and other sensitive data
exposed (2016), 1.9 billion (2017)

A $3.62 millionc average costs of a breach,
$141 per record

A 77% of survey of 1200 companies do not have
an IRP

A 191 days; average length of time to discover
a breach (6 months +)
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Cyber Stats [E= PBMares.

A 100% of respondents with a mobile device
attack (organizations with over 500 mobile
devices)

A 54% reported a security incident with an
iIndustrial control system

A 55% allow third parties (suppliers, partners,
vendors) to access their network and data
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Poll Questions D= PBMares.

A Do you feel you are informed or very informed
about cyber risks facing the Club?
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Poll Questions [C PBMares

A Do you feel train employee on cybersecurity
Issues on an annual basis?
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op 3 Threats to Club Security [C= PeMares.

1. Lack of Cyber understanding at senior levels
2. Lack of an incident response plan
3. Thirdparty access to systems (vendors, contract
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Cybersecurity Risk ManagenfeHE" =
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Avoid Being a Targst  Eeeveres

I Target confirms massive credit-card data breach
USA TODAY - Dec 18, 2013

Target says that its stores have been hit by a major credit-card attack involving up to
40 million accounts. Chief Executive Officer Greg ...

Sources: Target Investigating Data Breach
Highly Cited - Krebs on Security - Dec 18, 2013

Target Hackers Broke in Via HVAC Company

Krebs on Security - Feb 6, 2014

15, 2013 using network credentials stolen from Fazio Mechanical ... While some
reports on the Target breach said the stolen card data was ...

Cost of 2013 Target Data Breach Nears $300 Million

Hashed Out by The SSL Store™ (blog) - May 26, 2017

In 2013, a week before Christmas, Target suffered a now infamous data breach that
resulted in 40 million credit and debit cards being ...

Target data breach leads to record settlement with 47 states
Dayton Business Journal - May 23, 2017
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