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Overview

ÅDefine Cyber Security

ÅImportance of Cyber Security

ÅTop Threats to Club Security

ÅThird Party Risk

ÅCyber Insurance

ÅTop Cybersecurity Controls



About Harvey Johnson



About PBMares, LLP

ÅLargest full-service, Virginia-based, accounting and 
consulting firm 

ÅRanked as a Top 100 firm by Inside Public Accounting

Å45+ partners, more than 270 professionals

Å8 Virginia, 2 Maryland offices



Cybersecurity Services

ÅPBMares has been specializing in Information IT 
and IS Auditing for 15+ years. Services Include:

ïCyber Risk Assessments

ïVulnerability Scans of Network(Internal and External)

ïPenetration Testing

ïIT General Controls Audits

ïService Organization Control (SOC) Audits

ïConsulting 

ÅPolicy and Procedures Reviews

ÅReview of Cyber Insurance Coverage

ÅIncident Response Planning and Training



Why Is Cybersecurity Important?



Root Cause of Cyber Attacks

Data at Risk



Cyber Stats

Å4.8 billion personal and other sensitive data 
exposed (2016), 1.9 billion (2017)

Å$3.62 million ςaverage costs of a breach, 
$141 per record

Å77% of survey of 1200 companies do not have 
an IRP

Å191 days ςaverage length of time to discover 
a breach (6 months +)



Cyber Stats

Å100% of respondents with a mobile device 
attack (organizations with over 500 mobile 
devices)

Å54% reported a security incident with an 
industrial control system

Å55% allow third parties (suppliers, partners, 
vendors) to access their network and data



Poll Questions 

ÅDo you feel you are informed or very informed 
about cyber risks facing the Club?



Poll Questions 

ÅDo you feel train employee on cybersecurity 
issues on an annual basis?



Top 3 Threats to Club Security

1. Lack of Cyber understanding at senior levels

2. Lack of an incident response plan

3. Third-party access to systems (vendors, contractors) 



Cybersecurity Risk Management



Avoid Being a Target



Key Consideration

Third Party Vendors


