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Singularly focused on regulatory compliance§
as it relates to data privacy and security
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A THE most important take-way
A What is Data Privacy
A Data Breaches and Real Costs

A What is Pll & who needs to comply
A Sample Laws and Regulations

A Fines! See a Trend?
At N2l OQUAGS dwSlazylofS aSl adzNbd
A Reactive Breach Reporting




MOST IMPORTANT TAKRA-WAY
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“If 1 only knew
to keep accurate
logs and records"”
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ta Privacy vs Data Security
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Privacy

* Collection of personal
information

Security

Using and disclosing personal
information in authorised
manner

Confidentiality:
data being stored is
safe from unauthorised
access and use

Protection of
personal
information

Data quality

* Integrity: data is reliable
and accurate

* Access to personal
information

Availability: data is available for
use when it is needed




What 1s a Data Breach?
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Definition: "Adata breachis a security incident in which
sensitive, protected or confidentidiata is accidentally
lost, copied, transmitted, viewed, or stolen.
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Data Breach? Not me!

Robert Mueller when he was FBI director (2013%mnously said
aL Y O2YyOBAYOSR UKIUO GKSNB N
UK2aS U0KFGdG KIS 6SSYy KIFO(lSR |

Today: All companies have sustained data loss



https://thehill.com/people/robert-mueller
https://archives.fbi.gov/archives/news/speeches/combating-threats-in-the-cyber-world-outsmarting-terrorists-hackers-and-spies

TypeS of Breach There are unlimited ways that Pl may be lost.

Accidental: Malicious: Nefarious:

"h2LJa® L RAM "L lidzZA Gz |y R BUThY enail abkddyhm toerffebm
send that email’ files with me” password, so | did."

Accidental is a security event where an individual with the appropriate
access is using the material for authorized purposes. 92%

Malicious Is a security event where an individual with the appropriate
access Is using the material f{l\ONauthorized purposes. 7%

Nefarious Is a security event where an individuaithout appropriate

access is using the material fdfONauthorized purposes. 2%- IT only
deals with this part!
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Privacy Regulations

Privacy regulations drive how businesséidSThandles personal
iInformation. Types of personal information include social security
numbers, credit card, bank information, health conditions, as well as

others.

Even accidental violations of privacy regulations can result in litigatic
and civil and criminal penalties.

You are held accountable to laws and regulations of the jurisdiction
€2dzNJ RIFNdF &dzoeSOuH a[ 2Y .




